YTBEPKIECHO
[Tpukazom ot 30.12.2016 Ne 69-04-12

INOJIMTHUKA
HHCIICEKIMU B OTHOIIEHUH 00Pa00TKHU NEePCOHANBbHBIX JAaHHbIX

1. Tepmunbl u onpeneneHus

[lepconanbubie ganusie (I1/JH) - nro6as undopmaius, oTHOCAIIAACS K MPSMO WM
KOCBEHHO OMPEJICIIEHHOMY WJIH onpeesieMomMy puzndeckoMy iy (cyowsekry [1/1H).

OmnepaTop - TOCYyJapCTBEHHBIM OpraH, MyHUITUTIAIBHBIA OpTraH, IOPUINICCKOE WIIH
(bU3UYECKOe JIUII0, CAMOCTOSATEIHLHO WJIM COBMECTHO C JPYTHMHU JIMIIAMH OPTaHU3YIONTUE U
() ocymectBisitomue odpadotky IIJIH, a Takxke ompenensiomue 1eau o0pabOTKu
[1dH, coctraB II/IH, momanexanux oOpaOoTke, AeMCTBUS (Omepaiuu), cCOBEpIIacMbIe C
I11H.

Oo6pabotka II/ln - mro0Ooe aeiicTBHe (omepaius) WIM COBOKYIHOCTb JEHCTBHUI
(omeparuii), cOBEpIIAEMbIX C HCIOJIH30BAHUEM CpPEJICTB aBTOMATH3aAlMK WK 0e3
UCIIONIb30BaHUsl Takux cpeAactB ¢ IIJIH, Bkirowass cOop, 3amuch, CHCTEMaTH3AIUIO,
HaKOILJIEHWEe, XpaHeHWe, yTouHeHue (OOHOBJICHHE, HW3MEHEHHUE), W3BJICUCHUE,
HCII0JIb30BaHUE, nepenavy (pactipocTpaHeHue, MpeI0CTaBIICHUE, J0CTYT),
o0e3nnurBanue, OJI0KUpOBaHKE, yaalneHue, yauuroxenue [1/1H.

ABtoMatuzupoBaHHas oOpabortka [IJ[n - obpaborka I1[IH ¢ momorpi0 cpeacTB
BBIYMCIIUTEIILHON TEXHHUKH.

Pacnpoctpanenne II/IlH - nelicTBusA, HampaBieHHble Ha packpeitue [1/[H
HEONPEIEICHHOMY KPYyTY JIMLI.
[IpenocraBnenne IIJIn - pedictBus, HampaBieHHble Ha packpeitue [I/IH

ONPENEIICHHOMY JIMIYy WM ONPEIEIEHHOMY KPYyTY JIUII.
brnokuposanue [1/[H - BpemeHHoe npekpaiieHue oopadotku [1/]x (3a uckiroueHueM
cllydaeB, eciii 00paboTka HeoOxoauma aist yrounenus [1/1x).

Yuauuroxenue [1JIH - nercTBus, B pe3ynbTaTe KOTOPbIX CTAHOBUTCS HEBO3MOYKHBIM
BoccTaHoBUTh coaepxkanue II[Jlu B HWCII[lH u (wim) B pe3ynbTaTe KOTOPBIX
YHHUUTOXKAKOTCS Matepuaababie HocuTenu [1J1H.

O6e3nmuuuBanue [IJIlH - jgeiicTBusi, B pe3yJdbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXKHBIM ~ 0€3 HCIOJIb30BAaHUS JIOMOJIHUTEIHLHON HWH(OpMAIMU  ONpPEAeIUTh
npuHaiexxHocts [1/]n koukpeTHOoMy cyObekTy T1/1H.

Nudopmanmonnas cucrema nepcoHaidbHbix AaHHbIX (MCIIJJH) - COBOKYNMHOCTH
cogepkamuxcs B 0azax ganHeix [[J[H u oOecneuuBarommx UX 00pabOTKyY
MH(POPMAITMOHHBIX TEXHOJIOTUNA U TEXHUUYECKUX CPEJICTB.

Tpancrpannynas nepenava I[1/In - nepegaya [1JIH Ha TEppUTOPHUIO MHOCTPAHHOTO
rocyJapcTBa OpraHy BJIACTU MHOCTPAHHOTO TOCYIapCTBa, MHOCTPAaHHOMY (HU3MYECKOMY
JUILY UM UHOCTPAHHOMY FOPUINYECKOMY JIUILY.

2. Hasznauenue u npaBoBasi OCHOBa JJOKYMEHTA

[lomuTka  TOCYHAapCTBEHHOM  JKWIMIIHOM  HMHCIEKUHWEHM  aJIMUHHUCTPAlUH
Brnagumupckoit obnmactu (manmee - MHCIEKIMSA) OIpeaesieT CUCTEMY B3IUIAI0B Ha
npobieMy  obecmeuenuss ~ OesomacHoctn  [I/la  u  mpencraBiusier  coOoi
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CUCTEMAaTU3UPOBAHHOE H3JIOKEHHME IIeJIe M 3aJad 3alluThl, KaK OJAHO WJU HECKOJBKO
npaBuil, MPOLELYp, MPAKTUYECKUX IMPUEMOB M PYKOBOISIIMX MPUHIIMIIOB B 00JACTH
UH(GOPMAIIMOHHONW 0€30MaCHOCTH, KOTOPHIMH PYKOBOJCTBYETCS HWHCIEKIMS B CBOEHU
NEATENIbHOCTH, a TaKXe€ OCHOBHBIX MPHUHIMUIIOB IOCTPOEHUS, OPraHU3alMOHHBIX,
TEXHOJIOTMYECKHUX U MPOLIETyPHBIX aCTIEKTOB obecreueHus: 6ezonacHoctu [1/1H.

3akoHO#aTenbHOM OCHOBOM Hactosimied Ilomutuku sBusitorcss  KoHcTuTynus
Poccuitickonn  ®Denepanuu, [paxnmanckuii, YroJoBHbIM W TpynoBOM  KOIEKCHI,
@®enepanbHblii  3akoH oT 27.07.2006 Ne 152-®3 «O mnepcoHaldbHBIX JAHHBIX,
®enepanpbHblii 3akoH PO ot 27.07.2004 Ne 79-®3 «O rocymapcTBEHHOM TIpaKJaHCKOU
ciyx0e», @eaepanbabiii 3akoH PO ot 02.05.2006 Ne 59-03 «O mopsiake paccMOTpEHUS
oOpamiennii rpaxnan P®», 3aKkoHbI, yKa3bl, MOCTAaHOBJIECHHS, JPYru€ HOPMATHBHbBIC
NOKYMEHTBI JEHCTBYIOIIETO 3aKoHoaarenbcTBa Poccuiickon Penepannu, JTOKYMEHTBI
OCTIK u ©Cb Poccun.

Hcnonb3oBanue paHHoM IlonmuTkH B KadyecTBE OCHOBBI [JIsi TOCTPOCHHS
KOMILJIEKCHOM cucTeMbl HHGoOpMaioHHON Oe3onacHoctu [IJ[H MHCHEKIMU TMO3BOJUT
ONTUMHU3UPOBATH 3aTPATHI HA €€ MOCTPOCHUE.

[Ipu pazpaborke [loNUTUKM YYUTHIBAIUCH OCHOBHBIC MPHUHIIUIBI CO3/IaHUS
KOMILJIEKCHBIX CHCTEM obOecreueHuss 0e30MacHOCTH HUH(POpPMAIlUU, XapaKTEPUCTHKU U
BO3MOXHOCTH OPraHU3allMOHHO-TEXHUYECKUX METOJOB M COBPEMEHHBIX ammnapaTHO-
MpPOTPaMMHBIX  CPEJCTB  3allUThl M  MPOTUBOJEWUCTBUS  yrpo3aM 0€30MacHOCTU
uH(popmanuu.

OcHoBHble mNoJOXeHUST [lomuTUKM O0a3upyrOTCd HAa KAaYE€CTBEHHOM OCMBICICHHH
BOIPOCOB 0€30MacHOCTH HMHQOpPMAIIMM U HE 3aTParuBaloT BOMPOCOB IKOHOMHUYECKOTO
(KOJTMYECTBEHHOT0) aHalii3a PUCKOB M OOOCHOBAHUS HEOOXOIUMBIX 3aTpaT Ha 3alluTy
uH(popmanuu.

3. OcHOBHBIMH 00BbEKTaMHU CUCTEMBI Oe30macHOCTH I1J{H B MHCTIEKITUH SIBJISTFOTCSI:

— UH(GOPMAITMOHHBIE PECYPCHI C OTPAHUYEHHBIM JTOCTYIIOM, conepkammue [1J]H;

— nporeccel 00padotku [1JIx B UCII/In nHCcniekinu, nHOOPMAIIMOHHBIC TEXHOJIOTUH,
periaMeHTbl M Tpoleaypsl cbopa, oOpabOTKHM, XpaHEHUsS M Mepenadyd UHPOpMaluu,
nepcoHal pa3paboTUUKOB U MOJIH30BATENICH CUCTEMBI U €€ 00CITY>KUBAIOIIUI MTePCOHAT;

— nH(popmalimoHHas UHPPACTPYyKTypa, BKIHOYAIOIIAsT CUCTEMbI 0OpabOTKY U aHaIu3a
nHpopmaluu, TEXHUYECKHE M MPOrpaMMHBIE CpEeACTBa €€ O00padoTKH, mepenadd u
OTOOpaKEHHUSI, B TOM YHCJIE KaHAJIbI WHPOPMAIIMOHHOTO OOMEHA W TEICKOMMYHHUKAIIUH,
CUCTEMBI M CpEICTBAa 3amMThl HHPOpMaIMU, OOBEKTHl U TOMENICHUS, B KOTOPBIX
PacmoJIoKeHbI TEXHUYECKUE cpencTBa oopadoTku [1/]H.

4, WNHuTepecs! 3aTparuBaeMbpIx CyOBEKTOB MH(DOPMAITMOHHBIX OTHOIIICHUI

Cy0ObexTamu HHPOPMAIMOHHBIX OTHOIICHUN Mpu obecnieuennu 6e3omacHoctu [1/1H

MHCTIEKIUUSBIISIFOTCS:

— WHCIICKIINS, KaK COOCTBEHHUK MH(OPMAIUOHHBIX PECYPCOB;

— PYKOBOJICTBO M COTPYJHHMKU WHCIIEKIIUU, B COOTBETCTBUU C BO3JIO)KEHHBIMU Ha HUX
byHKIHSIMUY,

— dusnueckue nuIa, He SBISIONINECS COTPYIHUKAMH HHCICKIMS, HO WUMEIOIIUMH C
HEW OTHOIIEHUS.


http://securitypolicy.ru/index.php/%D0%9A%D0%BE%D0%BD%D1%81%D1%82%D0%B8%D1%82%D1%83%D1%86%D0%B8%D1%8F_%D0%A0%D0%BE%D1%81%D1%81%D0%B8%D0%B9%D1%81%D0%BA%D0%BE%D0%B9_%D0%A4%D0%B5%D0%B4%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D0%B8
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[Tepeunciiennpie CyOBEeKTHl WH(MOPMAIIMOHHBIX OTHOIICHWH 3aWHTEPECOBAHBI B

o0ecreueHuu:

— CBOEBPEMEHHOTO J0cTyna K HeooxoaumbiM UM [1JIH (MX TOCTYMHOCTH);

— JIOCTOBEPHOCTH (ITOJTHOTHI, TOYHOCTHU, aJI€KBATHOCTH, 11e10cTHOCTH) T1/]H;

— KOH(pUIeHIIMATEHOCTH (coxpanenus B Taitae) [1/]H;

— 3aIUThI OT HABSI3bIBAHUS UM JIOKHBIX (HEIOCTOBEPHBIX, UCKaxeHHbIX) [1/1H;

— pasrpaHUYeHUs] OTBETCTBEHHOCTHM 3a HApYIICHHUs UX TMpaB (MHTEPECOB) U
YCTaHOBIIEHHBIX MpaBuil oOparmieHus c [1/1H;

- BO3MOXHOCTH  OCYILIECTBJICHUSI HENPEPHIBHOIO KOHTposis u  OpraHuzaiuu
nporieccamu 00padoTku u nepeaaun [1J1H;

- 3ammThl [1J[H OT HE3aKOHHOTO pacIPOCTPAHEHMUS.

4.1. llenu 3amuThl

OCHOBHOW 1I€JIbIO, HA JOCTUKEHHUE KOTOPOM HAIpPaBICHbI BCE IOJIOXKEHHUS
Hacrosimier [lonmuTuku, sBisieTcss 3ammrTa CyOBEKTOB HH(DOPMAIMOHHBIX OTHOIICHHM
MHCIIEKIUS OT BO3MOXXHOT'O HAHECEHHS UM MaTepHalbHOrO0, (PU3NYECKOro, MOPAIBLHOTO
WM MHOTO yiiepOa, MOCPECTBOM CIYyYalHOTO WM MpEeJHAMEPEHHOTO BO3JACHCTBUS Ha
[1/IH, ux HOCUTEIH, POLIECChl 00PaOOTKHU U TIepeaayuH.

VkazaHHass Ueab JOCTUTAETCS MOCPEICTBOM OOECIEUEHHUS U IOCTOSIHHOTO
MOAACP/KAHUS Cleayromux cBoucTs [1/1H:

— JTOCTYITHOCTH JJIsl JIETAJIbHBIX TOJIb30BaTeNie (YCTOMYMBOTO (DYHKIIMOHUPOBAHUS
MH(OPMAITMOHHBIX CUCTEM MHCIIEKIUH, IPU KOTOPOM MOJIB30BATEIN UMEIOT BO3MOKHOCTh
nosrydeHus: Heooxonumbix [1IH u pe3ynbTaToB perieHus 3a1ad 3a MpUemMiIeMoe JIJIsl HUX
BpeMs);

- IIEJIOCTHOCTH W ayTEHTUYHOCTH (TmoaTBepkaeHue aBTropctBa) [1/IH, XpaHuUMBIX U
oOpabaTbiBaeMbIX B HH(DOPMAIMOHHBIX CHUCTEMaxX HWHCHEKIMH W MepeJaBaeMou I0
KaHajaM CBSI3H;

— KOH(QUIESHIMAIIBHOCTH - COXpaHEeHWs B TailHe ompeneneHHon yactu [1/1H,
XpaHUMBIX, 00pabaThIBAEMbIX U MEPEIaBAEMbIX MO0 KaHaJIaM CBSI3H.

Heo6xomumelil ypoBEHb JOCTYITHOCTH, 1IEIOCTHOCTH M KOHMUaeHImaisHocTu [1/1H
o0OecreunBaeTcsi COOTBETCTBYIOIIMMHU MHOMKECTBY 3HAUYMMBIX YIPO3 METOJAMH U
CpPEeACTBaMH.

4.2.  OcHOBHEBIC 33/1a49M CHCTEMBI oOecnieueHus: Oe3omacHocTH I1/1H

JIy1s nocTHKEHHs] OCHOBHOM 11€JIM 3alIUThI M 00ecreueHus: ykazaHHbIX cBocTB [1/]H
cucremMa  obOecrieuyeHHs  MH(POPMAITMOHHOW  O€30MacHOCTH  HMHCICKIIMHM  JOJDKHA
obecrnieunBath 3PGHEKTUBHOE PELICHUE CICTYIOMINX 3a/1a4:

— CBOCBPEMEHHOE BBISIBIICHHE, OIICHKAa U MPOTHO3WPOBAHUE MCTOYHUKOB YIPO3
MH(pOpMAITMOHHON 0€30MacCHOCTH, MPUYUH U YCJIOBHUM, CHOCOOCTBYIOIIMX HAHECEHUIO
yiiepba 3aMHTEPECOBAHHBIM CYObEKTaM HWH(MPOPMAIIMOHHBIX OTHOIIECHUM, HAPYIICHUIO
HOPMAaJIbHOTO (DYHKIIMOHUPOBAHUS WHDOPMAITMOHHBIX cucTeM OpraHusaium,

— CO3JJaHME MEXaHW3Ma OIEPATHBHOTO pPEAarupoBaHWs Ha Yrpo3bl 0E30MacHOCTU
nH(}OpMAIUU U HETAaTUBHBIC TEHCHITUY;

— CO3JaHUE YCIIOBUM MJIi MHHUMH3AIUA W JIOKAIA3AIMM HAHOCUMOTO yiepoa
HENPAaBOMEPHBIMU  JIEUCTBUSIMU  (PU3MYECKUX M IOPUIMYECKUX JUL, ociabieHue



4

HEraTUBHOTO BJMSHHUS M JUKBUJAIMS TOCJIEACTBUN HapylleHHs Oe30MacHOCTH
uHpopMaImy;
— 3alllUTy OT BMENIATENIbCTBA B Tpolecc (PYHKIIMOHUPOBAHUS HH(POPMALIMOHHBIX
CUCTEM IMOCTOPOHHUX JIMIl (JIOCTYNl K HH(POPMAIMOHHBIM pecypcaM ITOJIKHBI HMETh
TOJIBKO 3apPETUCTPUPOBAHHBIC B YCTAHOBJICHHOM IMOPSIIKE MOJIB30BATEIN );
- pasrpaHWYeHHe JOCTyIa IMoJb3oBaTeslied K HWH(OPMALMOHHBIM, allapaTHbIM,
MPOrpaMMHBIM M HWHBIM pPecypcaM HMHCHEKUUU (BO3MOYKHOCTh JOCTyIa TOJBKO K TEM
pecypcaM U BBIIIOJIHEHHS TOJIBKO TE€X ONEepaluid C HHUMH, KOTOpPbIE HEOOXOJMMBI
KOHKPETHBIM IOJIb30BATESIM JIJIs1 BBIIOJIHEHHS CBOUX CITYKEOHBIX 00s3aHHOCTEM ), TO €CTh
3aIIUTYy OT HECAHKIIMOHUPOBAHHOTO IOCTYIIA;
— oOecrieueHue ayTeHTU(PUKALINU MOJIb30BATEIIEH, YYaCTBYIOIIHUX B
MH(POPMALlMOHHOM OOMEHEe (IOJATBEP)KJIEHUE MOJUIMHHOCTH OTIPABUTENS U IMOJIydaTels
uHpopmanun);
— 3alIATY  OT  HECAaHKIHMOHUPOBAaHHOM  MOAM(UKAIIMM  HCIOJb3YEMBIX B
MH()OPMAIIMOHHBIX CHUCTEMAaX HWHCIEKIMU NPOrPAMMHBIX CPEACTB, a TAaKXKE 3alIUTy
CUCTEMbI OT BHEIPEHHS HECAHKIMOHMPOBAHHBIX NPOrPAMM, BKIIIOYAsl KOMIIbIOTEPHbIE
BUPYCHI;
- 3aUTy MH(POpPMAIMKM OTPAHMYEHHOTO IMOJH30BAHUS OT YTEUKH IO TEXHUYECKUM
KaHajiaM Ipu ee 00paboTKe, XpaHEHUH U NIepeiade 10 KaHajaaM CBSI3U.
4.3. OCHOBHBbIE IyTH PELICHUS 3a/1a4 CUCTEMBbI 3aIUTHI

[TocTaBieHHBIE OCHOBHBIE LEIM 3alUTHl U PELICHUE IEPEYUCIICHHBIX BBIIIE 3a7a4
JOCTUTAIOTCSL:
— CTPOTMM YYETOM BCEX MOJICKAUIUX 3aIIUTE PecypcoB MH(OPMAIIMOHHBIX CHCTEM
uHcneky  (mHdopmaly,  3agad, JOKYMEHTOB, KaHajlOB  CBSI3UM, CEPBEPOB,
aBTOMATU3UPOBAHHBIX PAOOUYMX MECT);
— KYpHAJIMPOBAaHUEM JEHCTBUI MepcoHana, OCYLIECTBISIONIEr0 OO0CIy)KUBaHUE U
MOAU(DUKAINIO IPOTPAMMHBIX U TEXHUYECKHUX CPEICTB MHPOPMAIIMOHHBIX CUCTEM;
- MOJIHOTOM, PEaTbHON BBIMOJIHUMOCTHIO M HEMPOTUBOPEYHBOCTHIO TpeOOBaHUM
OpraHU3allMOHHO-PACIIOPSIAUTENBHBIX ~ JOKYMEHTOB  HMHCIEKIMHM 1O  BOOpOcaM
oOecreueHus: 6€30MacHOCTH HHPOPMaLIUK;
— MOATOTOBKOM JTOKHOCTHBIX JIHI] (COTPYJHUKOB), OTBETCTBEHHBIX 32 OPraHU3aIUIO
M OCYIIECTBJIICHHE MPAKTUYECKUX MEpOmpusThii mo obecrneuenuto 6ezonacHoct [1/IH u
MIPOIIECCOB UX 00PabOTKH;
- HaJeJIEHUEM KaXKIO0r0 COTPYAHHMKA (TOJIb30BATENsl) MUHUMAIBHO HEOOXOIUMBIMU
JUTSL BBITIOJTHEHUSI UM CBOMX (DYHKIIMOHAJIBHBIX 003aHHOCTEW MOJTHOMOYHUSMHU MO JTOCTYITY
K MH(QOPMALIMOHHBIM peCcypcaM UHCHEKIUY;
— YEeTKUM 3HAaHMEM MW  CTPOTUM  COOJIOJEHUEM  BCEMHU  IOJIb30BaTENIIMU
MH()OPMAIIMOHHBIX CUCTEM MHCIEKIMHU TPeOOBAHUM OpraHU3alMOHHO-PACTIOPSIAUTEIbHBIX
JIOKYMEHTOB 10 BOITpOcaM oOecrieueHusi 6€30macHOCTH HH(OpMaIuy;
- IIEPCOHAJIBHOM OTBETCTBEHHOCTBIO 3a CBOU JIEMCTBHSI Ka)KJOTO COTPYAHHMKA, B
pamKax cBOMX (DYHKIIMOHAJIBHBIX 00513aHHOCTEN MMEIOUIETr0 JOCTYN K MH()OPMALUOHHBIM
pecypcaM HHCIIEKIUHY;
— HEMPEPBIBHBIM TMOIEPKAHUEM HEOOXOAMMOr0 YpOBHS 3aLIUIIEHHOCTH 3JIEMEHTOB
UH(OPMAIIMOHHON CPEJIbI;
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— MpuUMEHEHHEM (PU3NYECKUX W TEeXHUYECKUX (MPOTPaMMHO-AMNMapaTHBIX) CPENCTB
3alUTBl PECYPCOB CHCTEMBI M HENPEPHIBHOW AJMUHHUCTPATUBHOW MOAJEPKKOM HX
UCIIOJIb30BAHUS;

— 3¢ (PEeKTUBHBIM KOHTPOJEM HaJ COOIOACHUEM MOJb30BATEIIMU UHPOPMALIMOHHBIX
pecypcoB TpeOoBaHMiA 10 0OeCIIeueHUI0 0€301TaCHOCTH NH(GOPMAIIHH;

- FOPUANYECKOMN 3aIMTON MHTEPECOB MHCHEKIUU TP B3aUMOAECHCTBUNA C BHEITHUMU
opranuzanusiMu (cBs3aHHoM ¢ oomeHoM IIJIH) OoT MPOTHMBOMPABHBIX NEHUCTBUIA, KaK CO
CTOPOHBI 3THUX OpraHu3aluii, TaK © OT HECAHKIMOHHPOBAHHBIX JACHCTBUI
00CTy>KUBAIOUIETO MEPCOHANA U TPETHUX JIMII.

S. [Toctpoenue cucrembl, obecrneueHus OezomacHoctu [IJ[H wHCnekuuu, u ee
(GYHKIMOHUPOBAHUE JOJDKHBI OCYIIECTBISTHCS B COOTBETCTBUU CO  CIEAYIOIIUMHU
OCHOBHBIMU MTPUHIIUIIAMU:

5.1. 3akoHHOCTH

[Ipennonaraer oCyileCTBICHUE 3alUTHBIX MEPONPHUSITUNA M Pa3pabOTKy CHUCTEMBbI
oe3omnacHoctu [1/[H MHCHIEKIIMU B COOTBETCTBUU C JICUCTBYIOIIUM 3aKOHOAATEIHCTBOM B
obnactu 3anuthl [[J[H, a Takke APYruX 3aKOHOJATEIBHBIX AKTOB MO O€30MacHOCTH
unpopmariuu P®, ¢ npumMeHeHHEM BCeX JO3BOJIEHHBIX METOJIOB OOHApYKEHUS U
npeceueHus npaBoHapymenuit npu padote ¢ [1JIH. Ilpunsteie mepsl 0e3onacHoctu [1/(x
HE  JOJDKHBI  MPEMSTCTBOBaTh  JIOCTYNy  IMPABOOXPAHUTEIBHBIX  OpPraHOB B
MPENYCMOTPEHHBIX 3aKOHOJATEIBCTBOM CIIydasix.

Bce nonw3zoBarenu UCIIIH n1omKHB ©METH MIPEACTaBICHHE 00 OTBETCTBEHHOCTH 3a
npaBoHapyIeHus: B obmactu oopadorku [1/1H.

5.2. CucremMHOCTb

CucteMHbBIN MOAXOJ K MOCTPOCHHUIO CHCTEMBI 3aIlIUThI HH(OPMAIIUU B WHCIICKIIUH
MPEAINOoNIaraeT y4yeT BCEX B3aMMOCBS3aHHbBIX, B3aUMOJICHCTBYIOIIUX U U3MEHSAIOIIUXCS BO
BPEMEHHU JJIEMEHTOB, YCJIOBHH M (DaKTOPOB, 3HAUYMMBIX JJIi TMOHUMAHHS M PEIICHUS
npobiieMbl obecrieuenust 0ezonacHoctu [1/]H.

[Ipu co3maHuu CUCTEMBI 3alIUTHl JOJDKHBI YUUTHIBATHCA BCE ciabble U Hanbosee
ysa3Bumble Mecta UCIT/IH, a Takke XxapakTep, BO3BMOXHbIE 0OBbEKThI M HAIPABJICHUS aTaK
Ha HEe CO CTOPOHBI HapymuTenaedl (0COOEHHO  BBICOKOKBATM(UIIMPOBAHHBIX
3JI0YMBIIIJICHHUKOB).

CucTema 3aluThl 10KHA CTPOUTHCS C YYETOM HE TOJIBKO BCEX M3BECTHBIX KaHAJIOB
MIPOHUKHOBEHUSI W HECAHKIIMOHUPOBAHHOTO JIOCTyNMa K HWH(OpMAIMH, HO U C YYETOM
BO3MOXHOCTH  TOSIBJICHHSI ~MPUHUUINHAIBHO HOBBIX IMYTEH peald3aludd  yrpo3
0€301acHOCTH.

5.3.  KomrmnekcHOCTh

KomrmiekcHoe UCTI0JIb30BaHHE METOJ0B U CPEACTB 3aLIUThl KOMIIBIOTEPHBIX CUCTEM
MPEANoiaraeT COIrNIaCOBaHHOE NPUMEHEHHE Pa3HOPOIHBIX CPEACTB MPU IMOCTPOCHUU
I[EJIOCTHOM CHUCTEMBI 3alUThI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUMMBIE) KaHAJIbI
peanuzalud  yrpo3 W HE CcojJepikaileid ciabblXx MECT Ha CThIKaX OTJIEJbHBIX €e
KOMIIOHEHTOB. 3aluTa JO0JDKHA CTPOUTHCS JIICJIOHUPOBAHO. BHelHsAs 3amurta J0KHA
obecnieunBaThCs (U3NIECKUMU CPEACTBAMHU, OPTaHU3AI[MOHHBIMU U TTPABOBBIMU MEPAMHU.
5.4. HenpepblBHOCTH 3aTUTHI

Ob6ecneuenne Oe3zonacHocTu IIJIH - mpoiiecc, OCYHIECTBISIEMbI PYKOBOACTBOM
MHCIEKIIMKM, OTBETCTBEHHBIMHU 3a OpraHu3anuio oOpadbotku IIJ[H u coTpyaHukamu Bcex
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YpPOBHEW. OTO HE TOJBKO M HE CTOJBKO TMpoOIeAypa WIH I[OJIUTHKA, KOTOpas
OCYILIECTBIISIETCSA B OMPEIEIICHHBIA OTPE30K BPEMEHH WJIM COBOKYITHOCTH CPEJCTB 3allUTHI,
CKOJIBKO TPOLECC, KOTOPBIM JOJDKEH IIOCTOSHHO HWATH Ha BCEX YPOBHSIX BHYTPH
WHCIIEKIIMA W KaXIblil COTPYIHHUK JOJDKEH NPUHUMATh yYacTHE B 3TOM IIPOILIECCE.
JlesiTenbHOCTh MO OOECreYeHUI0 MH(POPMAIIMOHHON 0€30MacCHOCTH SIBJISIETCS COCTABHOMU
YacThIO TOBCEAHEBHOMN JneATenbHOCTH HHcHekuuu. M ee »ddexkTHBHOCTH 3aBUCHUT OT
y4acTus pyKOBOJICTBA MHCIIEKIIUU B 0OecriedueHH HHPpopMalnoHHo# 6e3omacHoctu [1/1H.

Kpome Toro, GONBIMIMHCTBY (PU3HUECKHX M TEXHUYECKUX CPEICTB 3aIIUTHI JIJIS
3¢ ()EKTUBHOTO BBIMOTHEHUSI CBOUX (DYHKITHI HEOOXOaMMa TTOCTOSIHHAS OpraHU3allMOHHAS
(amMUHHCTpAaTHBHAS) TOAJEPKKA (CBOEBpPEMEHHAss CMEHAa W OOEeCIeYeHUE MPaBUILHOTO
XpaHEHHs] M TPUMEHEHHsS HMEH, MapoJied, MNEepeonpeaesieHue MOJIHOMOYMA H T.IL.).
[lepepsbiBbl B paboTe CPEACTB 3aIIUTHl MOTYT OBITh KCIIOJB30BAHBI 3JI0YMBINUICHHUKAMU
JUISl aHAJIM3a TPUMEHSEMBIX METOJOB U CPEJICTB 3alUTHI, JJIsl BHEAPEHUS CIEIUATbHBIX
MIPOTPAMMHBIX U allapaTHBIX "3aKIaJ0K" U IPYTUX CPEACTB MPEOJOJICHUS 3AIINUTHI.

5.5. CBoeBpeMEHHOCTb

[Ipeanonaraer ynpexaaromuid xapakrep Mep obecrieuenus: 6e3omacuoctu [1/1H, To
€CTh TIOCTAHOBKY 3a/1au Mo KomruiekcHo 3ammurte [1J[H u peanuzanuio Mmep obOecrieueHus
6e3onacHoctu [1JIH Ha paHHUX CTaIUAX pa3paOOTKU HH(DOPMAITMOHHBIX CUCTEM B IIEJIOM U
MX CHUCTEM 3alIUThl, B YACTHOCTH.

Pa3paboTka cucTembl 3alUTHl JOMKHA BECTUCHh MapajIeIbHO C pa3pabOTKOM H
pPa3BUTHEM CaMUX 3allMIIAeMbIX HHPOPMALMOHHBIX CHUCTEM. OJTO TO3BOJHT YYECTb
TpeboBaHUsI O€30MACHOCTU MPU MPOECKTUPOBAHUM APXUTEKTYpPhl U, B KOHEYHOM CYETE,
co3nath 6osee 3pdekTuBHBIC (KaK MO 3aTpaTaM PECypcoB, TaK U MO CTOWKOCTH) CUCTEMBI,
oOJyafaroue J0CTaTOYHBIM YPOBHEM 3AIMIIEHHOCTH.

5.6. TIpeeMCTBEHHOCTH U COBEPIICHCTBOBAHUE

[Ipennmonaraer MOCTOSSHHOE COBEPUIEHCTBOBaHME Mep U cpeAcTB 3ammThl [IJ[H Ha
OCHOBE MPEEMCTBEHHOCTH OPTraHU3allMOHHBIX M TEXHUYECKUX PEIICHUH, KaJgpOBOIrO
cocTaBa, aHanu3a (YHKIMOHUPOBAHUS HH(POPMAIIMOHHBIX CUCTEM MHCIEKIIMA U CUCTEMBI
WX 3alllUThl C YYeTOM HM3MEHEHHMM B METOJaxX M CpeAcTBax mepexBara HH(POpMAIINH,
HOPMATHBHBIX TPEOOBAHHI MO 3alIUTE, HOCTUTHYTOTO OTEYECTBEHHOTO U 3apyOEKHOTO
OTbITA B ATOM 00JIACTH.

5.7. Pa3zyMmHasi 1OCTaTOYHOCTH (IKOHOMHUYECKAs 11eJ1eCO00Pa3HOCTD)

[Ipeamonaraer coOOTBETCTBUE YPOBHS 3aTpar Ha oOecriedyeHue OezomacHoctu [1/1x
LEHHOCTH WH(GOPMALIMOHHBIX PECYpCOB W BEIMYMHE BO3MOXKHOTO yuiepda OT HX
pasriamieHusi, yTparTbl, yTE€YKU, YHUUTOXKEHUS M HUCKaxeHUs. Vcmonb3dyemble Mepbl U
cpencTBa obecneyeHus: 6€30MacHOCTH MH(POPMAIIMOHHBIX PECYpCOB HE JIOJKHBI 3aMETHO
yXyJaTh IProHOMUYECKHEe mMokazaTenn padoTel kommoHeHToB WCIIJIH wuHCnekuuw.
W3nuinue Mepbl 6€30MacHOCTH, MOMUMO YKOHOMUYECKON HEAP(HEKTUBHOCTH, MPUBOISAT
K YTOMJICHHIO U pa3/IpaX€HUIO MepCoHaIa.

Co3nmate aOCOJIIOTHO  HEMPEOJOJIMMYIO CHUCTEMY  3allUThl  MPUHIIUITHAIBHO
HeBo3MokHO. [Toka I1/ln HaxomsTcs B OOpallieHnH, MPUHUMAEMble MEPBI MOTYT TOJIBKO
CHU3HUTH BEPOATHOCTh HETATHBHBIX BO3JICUCTBUI WIH YIIEPO OT HUX, HO HE UCKITIOUYUTh UX
MOJIHOCTBIO. IIpy 1OCTaTOYHOM KOJMYECTBE BPEMEHH M CPEICTB BO3MOYKHO IMPEOJIOJIETh
moOyro 3amuty. Ilo3TOMy HMeeT cMbICI paccMaTpuBaTh HEKOTOPBIA MPUEMIIEMBIN
ypoBeHb obecrieueHus: 0e30macHOCTH. Bpicokoa(dekTrBHas cucTeMa 3alluThl CTOUT
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J0pOT0, UCHOJIB3YEeT MpU paboTe CYIIECTBEHHYIO YacTh PECYpCOB W MOXET CO37aBaTh
OILlyTUMBIE JIOMOJIHUTENIbHbIE HEYA00CTBa MOJb30BaTEIsIM. BakHO MpaBUIILHO BHIOpATH
TOT JIOCTATOYHBIN YPOBEHb 3aIUTHI, IPU KOTOPOM 3aTpaThl, PUCK U pa3Mep BO3MOKHOIO
yiiep0a ObuTH OBl TPUEMIIEMBIMH.

5.8. IlepcoHasbHas OTBETCTBEHHOCTh

[Ipeanonaraer Bo3j0oXeHUE OTBETCTBEHHOCTH 3a obecnieuenue OezonacHoctu [1/1x
U CUCTEMbl UX OOpaOOTKHM Ha KaXJOro COTPYJHUKA B Mpejaesiax ero mnojiHomouuil. B
COOTBETCTBUHM C 3THUM MPHUHIIUIIOM pacIpelie]ieHHe MpaB U OOS3aHHOCTEH COTPYAHHKOB
CTPOHUTCSI TaKUM 00pa3oM, 4yTOOBI B cllydae JIF0OOT0 HapyIIeHHUs] KPyT BUHOBHHUKOB ObLT
YETKO U3BECTCH WU CBEJICH K MUHUMYMY.

5.9. MuHuMH3aIMsA TOTHOMOYNN

O3HauaeT TPENOCTaBICHUE TIOJB30BATENIIM MHHHMAIBHBIX TIIpaB JOCTyNla B
COOTBETCTBUM CO  CHOykeOHOM HeoOxomumocThio. Jloctym k II/lH  gomxkeH
MIPEIOCTABIATHCS TOJIBKO B TOM CIy4yae U 00beMe, €ClIi 3TO HEOOXOIUMO COTPYAHUKY JIJIst
BBITIOJIHEHHUSI €T0 JIOJDKHOCTHBIX 00s13aHHOCTEH.

5.10. Hckmrouenue koH(IUKTa HHTEPECOB (pa3aeiieHne PyHKIIHil)

OddextuBHas  cucrema  obecrieueHuss — UHPOPMAIMOHHOM  OE30MACHOCTH
MIPEANOoJaraeT 4eTkoe pa3esieHue 00I3aHHOCTEN COTPYAHUKOB U UCKIIIOUCHUE CUTYaIIHA,
Korja cdepa OTBETCTBEHHOCTH COTPYIHHKOB JOMyckKaeT KOH(MIUKT uHTepecoB. Cdepsl
MOTEHITUATBHBIX KOH(IMKTOB JOHKHBI BBISBISTHCS, MUHUMHU3UPOBATHCS, U HAXOJUTCA
MO/ CTPOTHM HE3aBHCHMBIM KOHTpOJIEM. Peanm3arius 1aHHOTO MPUHITUIIA TIPEATOaraer,
YTO HE OJUH COTPYAHHK HE JTOJDKEH UMETh MOJTHOMOYHUH, TTO3BOJISIONINX €My €IUHOINIHO
OCYIIECTBJIATh  BBIMOJHEHUE KPUTHYHBIX  omepanuid. HajaeneHwe  COTPYIHHKOB
MMOJTHOMOYMSIMHU, TIOPOXKJIAIOMUMHA KOH(JIMKT WHTEPECOB, TaeT €My BO3MOXXHOCTH
MOITACOBBIBATh WH()OPMAITUIO B KOPBICTHBIX IEISIX WM C TEM, YTOOBI CKPBITH TIPOOIEMBI
WM TIOHECCHHBIC YOBITKM. [l cHWkeHus pucka manunyinupoBanus [IJ[H m pucka
XUIICHUs, TaKue TOJHOMOYHUS JOJDKHBI B MaKCHMaJIbHO BO3MOXKHOW CTETEHH OBITh
paszeseHbl MEXAY PAa3IUYHbBIMUA COTPYIHUKAMU WJIM TOAPA3ICIECHUSIMA HHCIICKIUH.
Heobxoaumo mpoBOAWTH TMEPUOIUYECKUE TPOBEPKH OOsS3aHHOCTEH, QYHKIUH U
JESTEIBHOCTH COTPYIHUKOB, BBITTOIHSIONIUX KITIOYEBbIEe (DYHKIIUU, C TEM, YTOObI OHU HE
MMEIN BO3MOXXHOCTH CKPBIBATh COBEPLICHHE HEIPABOMEPHBIX aeucTBUM. Kpome Toro,
HEOOXOJMMO TPUHUMATH CIEIUATbHBIE MEPHI 10 HEIOMYIIEHUIO CTrOBOpa MEXIY
COTPYTHHUKAMHU.

5.11. BzaumopeiicTBHUE U COTPYAHUYECTBO

[Ipenmonaraer co3ganue OIAronpusITHON aTMOochepsl B KOJJICKTUBE WHCIEKIIMU. B
TaKkoi 00CTaHOBKE COTPYAHHMKH JOJDKHBI OCO3HAHHO COOMIOATh YCTAHOBJICHHBIC TIPaBHIIa
Y OKa3bIBaTh COJICUCTBUE JACATEILHOCTU OTBETCTBEHHOIO 3a 00padoTky I1/]H.

Baxnbsim a5iemenToM 3¢ deKTUBHOM cucTeMbl obecniedenus Oe3omacHocTu [1/[H B
WHCITCKITMN  SIBJISICTCS  BBICOKAs KyJabTypa paboTel ¢ wHpopMamuei. PykoBoacTBO
WHCIICKIIMM HECET OTBETCTBEHHOCTHh 3a CTPOroe COOJIIOJICHHE OSTUYECKUX HOPM U
CTaHAAPTOB MPO(PECCHOHATLHOMN JESITEIBHOCTH, TIOTYEPKUBAIONICH U IEMOHCTPHUPYIOIEH
NEepCOHAIy Ha BCEX YPOBHSIX Ba)XXKHOCTh oOecreueHus: WH(OpMalMOHHONW 6€30macHOCTH
WHCIIEKIIMU. Bce COTpyIHUKM WHCHEKIIUUA JOJDKHBI MMOHMMAaTh CBOIO POJIb B IIPOIlecce
oOecnieueHrs WHOOPMALIMOHHONW O€30MaCHOCTH M MPUHUMATh Y4acTHE B 3TOM IpOIlEcCe.
Hecmotpst Ha TO, UTO BBICOKas KyJbTypa oOecriedeHus UH()pOpMaMOHHONW 0€301MacHOCTH
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HE TapaHTHUPYET aBTOMATUYECKOTO JOCTIDKCHHUSI IIeNIel, €€ OTCYTCTBUE CO37acT OOoJbIe
BO3MOXHOCTEM [l HapylieHus Oe30MacHOCTH WIM He OOHapyxkeHus (axkTtoB ee
HapyLICHUS.

5.12. T'UOKOCTH CUCTEMBI 3AIUATHI

Cuctema obecrnieueHrss HHGOPMAIMOHHONW 0€30MacHOCTH JOJDKHA OBITh CIIOCOOHA
pearpoBaTh Ha M3MEHEHHS BHEIIHEW Cpelbl M YCIOBUU OCYIIECTBIICHUS WHCIECKIUU
CBOEH JIeSITeIbHOCTU. B 4iCII0 TaKUX U3MEHEHUM BXOMSAT:

— M3MEHEHUS OPTaHU3AIMOHHON M MITaTHOW CTPYKTYPhl MHCIICKITHH,

— W3MEHEHUE  CYIECTBYIONIMX  WJIM  BHEAPEHHWE  MPUHIMIHAIBHO  HOBBIX
UH(OPMAIIMOHHBIX CUCTEM;

— HOBBIE TEXHUYECKUE CPE/ICTBA.

CBOICTBO THOKOCTH CHUCTEMbl oOecriedeHus: WHGOPMAIIMOHHONW 0e30MacHOCTH
n30aBIISIET B TaKUX CHUTYallUsIX OT HEOOXOJUMOCTH NPHUHATHS KapAUHAIBHBIX MEpP I10
MOJITHOM 3aMEHE CpEJCTB M METOJOB 3allUThl HA HOBBIC, YTO CHIDKAET €€ OOIIyro
CTOMMOCT.

5.13. OTKpBITOCTH AITOPUTMOB U MEXaHU3MOB 3aIUTHI

CyTb IPUHITUATIA OTKPHITOCTH AJTOPUTMOB W MEXAHHU3MOB 3alTUTHI COCTOUT B TOM,
YTO 3al[UTa HE JOJDKHA OOECIeYMBATHCS TOJBKO 3a CUET CEKPETHOCTH CTPYKTYPHOM
WHCIICKIIMM W QJITOPUTMOB (YHKIIMOHUPOBAHHUS €€ TOJICHCTEM. 3HAHHWE aJTrOPUTMOB
paboThl CHUCTEMBbI 3allUThl HE JOJKHO JaBaTh BO3MOXKHOCTU €€ MpeoJloJieHHs (Jaxe
aBTopam). JTO, OJHAKO, HE O3HA4YaeT, yTo MH(opMaIus 00 UCIOJIB3YEeMbIX CHCTEMaX U
MEXaHU3MaX 3allUThI I0JDKHA OBITH OOIIEIOCTYITHA.

5.14. TIpoctoTa mpUMEHEHHS CPEIICTB 3aIUThI

MexaHu3Mbl U METO/BI 3aIIUTHI JOJKHBI ObITh HMHTYUTHUBHO TOHSTHBI U MPOCTHI B
UCIIOJIb30BaHUU. [IpMeHeHne cpeicTB U METOJIOB 3alIUThl HE JTOJDKHO OBITH CBSI3aHO CO
3HAHUEM CHCIUATBHBIX S3BIKOB WJIM C BBIIOJTHCHUEM JICHCTBUH, TpeOyrOmux
3HAYUTEITBLHBIX JOTIOJTHUTETHHBIX Tpyao3aTpar pu OOBIYHOMU pabote
3apETrUCTPUPOBAHHBIX TOJIB30BATENICH, a TAKXKE HE JTOJDKHO TPEOOBATh OT TOJB30BATEIIS
BBITIOJTHCHHSI PYyTUHHBIX MAJIOTIOHSATHBIX MY OIIepaIlni.

5.15. OOGOCHOBAHHOCTb U TEXHUUYECKAS PEATU3yEMOCTh

NudopmarimoHHbie TEXHOIOTHH, TEXHUYECKUE U TIPOTPaMMHBIC CPEJICTBA, CPEACTBA
1 Mepbl 3amuThl [IJIH TOMKHBI OBITH peann30BaHbl HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAyKd W TEXHUKH, OOOCHOBAHBI C TOYKM 3PEHHSI JOCTHKEHUS 3aJaHHOTO YPOBHS
6e3omacHocTH WHGOPMAIIMM W YKOHOMHUYECKOW IIeIeCO00pPa3HOCTH, a TaKXKe JOJKHBI
COOTBETCTBOBATh YCTAHOBJICHHBIM HOpMaM U TpeOoBaHusAM 10 6e3omacHoctu [1]]H.

5.16. Cnenmanuzarus v mpohecCuOHATI3M

[Ipeamonaraer mpuBiedYeHHE K pa3pabOTKE CPEACTB M peaiu3allii MEp 3allUThI
[1/ln crnenmanvu3upoOBaHHBIX OpraHU3alNi, HanOOJee MOATOTOBICHHBIX K KOHKPETHOMY
BUJIY JEATEJIbHOCTH 10 OOeCreyeHu0 Oe30MacHOCTH HMH(POPMAIMOHHBIX PECypCOB,
MMCIOIIMX OTBIT TMPaKTUYECKOW pabOThl M TOCYJApPCTBEHHYIO JMIICH3UIO Ha TIPaBO
OKa3aHMs yCIIyT B 3TOH oOyactu. Peanm3arus amiMUHACTPATUBHBIX MEP M AKCILTyaTaIus
CPEICTB 3alllMThl JIO/DKHA OCYIIECTBIATHCS TPO(ECCHOHATBHO ITOATOTOBICHHBIMU
CTCUATMCTAaMK UHCIICKIMH (OTBETCTBEHHBIX 3a OpraHu3aliio oopadotku [1/1n).

5.17. OO6s3aTeNIbHOCTH KOHTPOJIS
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[Ipenmonaraer 00s3aTENBHOCT, M CBOEBPEMEHHOCTH BBISBICHUS M TPECEUCHHS
MOMBITOK HApyUIEHUS YCTAHOBJIEHHBIX NpaBumi, oOecrieueHuss Oe3omacHoctu IIJIH, Ha
OCHOBE HCIOJIb3YEMBIX CHCTEM M CpeACTB 3amuTbl [I/[H, mpu coBepHIEHCTBOBaHUU
KPUTEPHUEB U METOJIOB OLICHKU A (HPEKTUBHOCTHU ITUX CUCTEM U CPEJICTB.

KoHTposib 32 AeSITeNIbHOCTHIO JTI000T0 MOIb30BaTENs, KAXkI0r0 CPEICTBA 3alIUThl U
B OTHOILIEHUHU JIF0OOTO 0OBEKTA 3aIUTHI JOJKEH OCYIIECTBISATHCSA HA OCHOBE MPUMEHEHUS
CPEACTB ONEPATUBHOTO KOHTPOJISI M PETUCTpAllMM M JOJDKEH OXBaTblBaTh Kak
HECAaHKIIMOHUPOBAHHBIE, TAK U CAHKIMOHUPOBAHHBIE AECHCTBUS MOJIb30BATENEH.

Kpowme Toro, a3gdextuBHas cuctema odecriedeHrs nHHOPMaLMOHHONW O€30MacHOCTH
TpeOyeT Halduuus aJeKBATHOW M BCEOOBEMITIONICH MH(OpPMAIMKM O TEKYIIEM COCTOSHUU
MPOLIECCOB, CBSI3aHHBIX C JABIDKEHHEM HWH(GOpPMAlUd U CBEIEHUH O COOII0ICHUH
YCTAaHOBJICHHBIX HOPMATHBHBIX TpPEeOOBaHUM, a TAKXKE JTOMOJHUTEIbHOW HH(MOpPMALINH,
MMEIOIIEH OTHOIICHWE K MPUHATUIO pemieHuid. MHpopManus HobkHA OBITh HAIEKHOM,
CBOEBPEMEHHOM, JOCTYITHON U MPaBUIBHO OPOPMIIEHHOM.

HenocraTku cuctemsl obecriedeHusi HHPOPMAIIMOHHOM 0€3011aCHOCTH, BbISIBJICHHBIE
COTPYIHHMKAaMU MHCIIEKIIUU JOJDKHBI HEMEJJIEHHO TOBOJMTHCS 10 CBECHUS PYKOBOINUTEISA
WHCIIEKIIUU U OIIEPAaTUBHO YCTPaHAThCA. BONpOCkl, KOTOpBIE KaXKYyTCs HE3HAUYNTEIIbHBIMH,
KOI/Ia OTZAEJBHBIE IMPOLIECCHl PaCCMATPUBAIOTCS H30JMPOBAHHO, MPHU PACCMOTPEHUU HX
HapsAy ¢ ApYTMMH aclleKTaMu MOTYT yKa3aTh Ha OTPUUATENbHBIE TEHACHUUHU, IPO3SIINE
NEepepacTH B KpyIIHbIE HEAOCTATKH, €CJIM OHU HE OyyT CBOEBPEMEHHO YCTPaHEHBI.

6. Meps! oOecnieueHust HHPOPMAITMOHHOM 0€30MaCHOCTH

Bce mepnt o6ecnieuenust 6e3onacnoct UCI/IH nHCiekuu noapas3aesisitoTes Ha:
6.1. 3akoHonaTenbHbIC (IPABOBHIC) MEPHI 3AITUTHI

K mpaBoBbIM Mepam 3alluThl OTHOCSTCS ACHCTBYIOIIME B CTPaHE 3aKOHBI, YKa3bl U
HOPMAaTHBHBIE AKThI, PErJIAMEHTUpPYIOIIME MpaBuia obpamenusa ¢ [1JIH, 3akperuistomniue
nmpaBa W OOS3aHHOCTH YYaCTHUKOB HH(POPMALMOHHBIX OTHOLIEHWH B IMpoIEcce HX
0o0paOOTKM W HCIIOJIb30BAHUSA, a TaKK€ YCTAaHABIMBAIOIINE OTBETCTBEHHOCTh 3a
HapylleHus 3TUX NpaBuil. [IpaBoBbIE MEpHI 3aIUTHI HOCSIT B OCHOBHOM YITPEXKIAFOIINIA,
MPOPMIAKTUYECKUN XapakTep M TPeOyIOT MOCTOSHHON pa3bsICHUTENBHONW pabOThI C
MOJIb30BATESIMU M o0cTy)kuBaroum nepconaigom MCIT/Ix nncnekmum.

6.2. MopaabHO-3TUYECKHUE MEPHI 3AITUTHI

K MOpanpHO-3THYECKMM MEpaM OTHOCATCS HOPMBI TIOBEACHMS, KOTOPBIE
TPAAULIMOHHO  CIOXWINCh  WJIM  CKJIAAbIBAIOTCI IO  MEpe  PpaclpOCTPAHECHHUS
MH(OPMAIIMOHHBIX TEXHOJOTUH B OOLIECTBE. DTU HOPMbI OOJBIIEH YacThIO HE SIBISIOTCA
00s3aTeNbHBIMU, KaK 3aKOHOJATENbHO YTBEPKJIECHHbIE HOPMATHMBHBIE AKThl, OJHAKO, MX
HECOOJII0/ICHHE MOKET MPUBECTU K MaJECHUI0 aBTOPUTETA, MPECTUXKAa YeJIOBEKA, TPYIIIbI
JIU1 WM MHCIIEKIMK B LIeJIOM. MOopanbHO-3THYECKHE HOPMBI ObIBAIOT KaK HEMUCAHBIE, TaK
Y MHUCAHbIE, TO €CTh OOPMIICHHBIE B HEKOTOPBINA CBOJ (YCTaB) MpaBWJI WM IPEANUCAHUM.
MopanbHO-3THYECKHE MEpbl 3allUThl  SABISIIOTCA MNPOPMIAKTUYECKUMU U TPeOyIoT
MOCTOSIHHOM pabOThI O CO3JJaHUIO 37J0POBOI0 MOPAJIBLHOTO KJIMMaTa B KOJIJICKTUBE.

6.3. TexHomornueckue Mephl 3alIUThI

K nmaHHOMY BUIy Mep 3aIlMThl OTHOCATCS Pa3HOrO poAa TEXHOJIOTMYECKUE PEILICHMS
U IPUEMBI, OCHOBAaHHbIE Ha MCIOJIb30BAHUM HEKOTOPBIX BHUAOB H30BITOYHOCTH
(cTpykTypHOH, (QYHKIMOHAIBHOM, HWH()OPMALMOHHOW, BpPEMEHHOM W T.JI.) W
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HaIlpaBJICHHbIE HA YMEHbBIIEHHE BO3MOYKHOCTH COBEPIICHHUS COTPYJHUKAMH OLIMOOK U
HapyUIEHUHN B paMKax Mpel0CTaBICHHBIX UM MIPaB U MOJTHOMOYHUH.
6.4. OpranuzalmoHHble (aAMUHUCTPATUBHBIC) MEPHI 3AIUTHI

OpranuzaiMoHHble  (aAMUHUCTPATUBHBIC) MEpPhl  3alIUTBl - OTO  MEpHI
OpraHU3allMOHHOTO XapaKTepa, perjaMeHTUpYIollue IMpolecchl (YHKIMOHUPOBAHUS
cucteMbl o0paboTku [1/[H, ucroap30BaHNE €€ pecypcoB, NEATEIbHOCTh 00CTYKUBAIOLIETO
NepcoHana, a TaKkkKe IMOPSJI0K B3aMMOJACHCTBUS TMOJIb30BATENEH C CHUCTEMON TakuM
oOpa3oM, 4TOObI B HaWOOJBIIECH CTENEHU 3aTPYAHUTH WU HUCKIIOYUTH BO3MOKHOCTD
peau3anuu yrpo3 0€30MacHOCTH WIIM CHU3UTH pa3Mep MOTEPh B ClIydae UX peasn3alliu.
6.5. ®opMupoBaHHE TOTUTHKU O€30MIaCHOCTU

[maBHass 1enb aAMUHUCTPATUBHBIX MEp, NPEANPUHAMAEMBIX Ha BBICIIEM
YIOpaBIEHYECKOM ypoBHE - CGOpPMUPOBATH TOJUTHKY B 00JIacTH OOecreYeHus
oezonacHoctu IIJ[H (oTpaxkaromyro mnoaxoasl K 3ammure [IJIlH) um obOecneuuth ee
BBITIOJIHEHUE, BBIJICIISISI HEOOXOIUMBIE PECYPChl U KOHTPOJIUPYS COCTOSIHHUE JIETT.

C npakTUYeCcKO TOYKHU 3pEHHs MOJUTUKY B o0nacTu obecrieueHus 0€30MacHOCTH
[Iln B uwHCHekuuu I1enecooOpa3Ho pa3duTh Ha nBa ypoBHsA. K BepxHemy ypoBHIO
OTHOCSITCSL PEUIEHUsI PYKOBOJACTBA, 3aTPAarvBalOlINE JEATEIIbHOCTh MHCIEKIUU B LIEJIOM.
[Tonutrka BEpXHETO YPOBHS JOJDKHA YETKO OUYEPTUTH Cepy BIUSIHUS U OTPAHUYCHUS TPU
ompeneneHun  nene  OezomacHoctw  [I/lH, ompenenuTs KakUMH — pecypcamu
(MaTepuanbHbIE, CTPYKTYPHBIC, OpraHU3allMOHHBIE) OHM OYIyT JOCTUTHYTHI, U HAWUTH
pa3yMHBII ~ KOMOPOMHCC  MEXAY HNPUEMJIIEMbIM  yYpOBHEM  0O€30MaCHOCTH H
(YHKIHOHAJIBHOCTHIO.

[lonuTHKka HWKHETO YPOBHS, ONpEAeNsseT NPOUEAYpbl, U TpaBUiIa JOCTHUKEHUS
uenae u pemeHusa 3aaad OezonacHoctd II/IH m gertanusupyer (perinameHTHPYET) 3TH
npaBuJia:

— KAKOBbI POJM M OOS3aHHOCTU JOJKHOCTHBIX JIMI], OTBEYAIOIIME 32 IPOBEICHUE
noauTuku 0e3onacHocTu I1/1H,

— KTO uMeeT mpaBa aoctyna K IIJIH, KTo U TmpU KakuX yCJIOBHUSIX MOXKET YUTaTh U
Moauduuuposars [1J[H u T.4.

[TonuTHka HUKHETO YPOBHS JOJIKHA!

— npeaycMaTpuBaTh perjiaMeHT HWH(MOPMAIMOHHBIX OTHOILICHHUM, HCKIIOYAIOIINX
BO3MOYXHOCTh TPOU3BOJIBHBIX, MOHOIOJIbHBIX WJIM HECAHKIIMOHUPOBAHHBIX JCHUCTBUU B
OTHOIIIEHUU WH(HOPMAIIMOHHBIX PECYPCOB;

— OTIpEeNeNATh KOATUITMOHHBIC U MEPAPXUUECKUE MPUHIUIBI U METOIbI pa3ieiieHus
CEKpPETOB U pasrpaHnueHus nocrymna kK [1J1H;

— BBIOMpATh MPOTrPAMMHO-TEXHUYECKUE (ammapaTHbie) CpPEeCTBAa MPOTHUBOICHCTBUSA
HCJI, ayreHTHduKkanwu, aBTOpPH3allM{, WICHTH(PUKAIMA W JAPYTHX  3alIUTHBIX
MEXaHU3MOB, OO0ECNEYMBAIOIIMX TapaHTHUH peau3allii TpaB U OTBETCTBEHHOCTHU
CyOBbEKTOB HH(POPMAITMOHHBIX OTHOIICHUH.

6.6. PermamenTarus 10ocTyna B IOMEILICHUS

KoMrioneHnTsl WH()OPMAIMOHHBIX CHCTEM WHCIEKIIMU JODKHBI pa3MeniaThCs B
MOMEIICHUSIX, HAXOJAIIUXCS TOJ OXpaHOW Wi HAOMIOIEHUEM, WCKIIOYAIOIUM
BO3MOXKHOCTh OECKOHTPOJIBHOTO TPOHUKHOBEHHUS B TIOMEIICHUS MOCTOPOHHUX JHI] U
o0ecneunBaromUM (PU3NIECKYI0O COXPAHHOCTh HAXOASIIMXCS B MOMEIICHNUH 3aIlUIIaeMbIX
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pecypcoB (mokymeHTOB, APM  T.11.). YOOpKa TakuX MOMEMICHUH JTODKHA MPOU3BOIUTHCS
B TMPUCYTCTBUU OTBETCTBEHHOTO COTPYJHHKA, 3a KOTOPHIM 3aKpeIlIeHbl JaHHbIC
KOMITOHEHTBI, C COOJIFOJICHHEM Mep, HCKIIOYAIOMMX JOCTYI IMOCTOPOHHHUX JIMI[ K
3alMIaeMbIM HHOOPMAIIMOHHBIM pecypcam.

Bce mocTtopoHHMe JsMIa JOMYCKalOTCSd B TOMEHICHHUS C KOMIIOHCHTaMH
UH()OPMAITMOHHOM CHUCTEMBI TOJIBKO B IMIPUCYTCTBUU COTPYAHUKOB MHCIICKITUH.

[To okoHUYaHUM pabOYEro JIHS, MOMENIEHUS, B KOTOPBIX pa3MEIIaOTCsl KOMITOHEHTHI
WH()OPMAITMOHHBIX CUCTEM WHCIIEKITUH, JOJDKHBI 3aITUPAThCS Ha KIIOY, 10 BO3MOXXHOCTH
OTIeYaThIBaTHCS.

B cnyyae ocHailleHHsl TIOMEIIEHUM CpPEeICTBAMHU OXPAHHOW CHUTHAM3AIuU, a TaKKe
aBTOMATU3UPOBAHHOW CHUCTEMOW MpUEMa U PETUCTPAllMd CUTHAJIOB OT 3THX CPEJCTB,
MpUeM-c/laya TaKuX MOMENIEHUH M0J] OXpaHy OCYIIECTBISETCS HA OCHOBAHUU CIEIIUATIBLHO
pa3pabaThiBa€MO HHCTPYKLIUU.

6.7. PermameHTamus J0IMyCcKa COTPYIHHKOB K MCIIOJIB30BaHHIO HH(POPMAIIMOHHBIX
pecypcoB

B pamkax pazpemmTenbHON cMCTeMbl (MaTPHIlbI) TOCTyIa YCTaHABIMBACTCS: KTO,
KOMY, Kakyr HHGOPMAIIMIO W IS KaKOTO BHJA JIOCTyHa MOXKET MIPEJIOCTaBUTh M IIPHU
KaKuX YCJIOBUSX.

Jlomyck mosb3oBaTenei k padbore ¢ MHPOPMAIMOHHBIMU CUCTEMAaMU MHCIEKIIUU U
JOCTYIl K UX pecypcam JOJKEH OBIThb CTPOTO perjiiaMeHTHpoBaH. JItoObie M3MEHEHHUS
COCTaBa W TIOJIHOMOYUU TIOJIH30BATENIE  MOJCUCTEM  JIOJDKHBI  ITPOU3BOJUTHCS
YCTAHOBJICHHBIM TOPSIJIKOM.

YpoBeHb MOJTHOMOUMM Ka)XJOT0 TOJIb30BaTENs OMPEACISIETCS WHIUBHUAYAJIbHO,
cobJiroas ciaeayrome TpeOoBaHus:

— KXl COTPYAHUK TMOJB3YETCS TOJIBKO TMPEANUCAHHBIMU €My TIpaBaMH II0
orHomieHuto k II/IH, ¢ koTOopeiMM emy HeoOxoauma paboTa B COOTBETCTBUU C
JOJKHOCTHBIMU OOsI3aHHOCTSAMH. Paciupenue npaB A0CTyna U MpeoCTaBICHUE JOCTYyIa
K JIOMOJIHUTETHHBIM HH(GOPMAIIMOHHBIX pecypcaMm, B O00SA3aTEIIBHOM TMOPSAKE, JOHKHO
COTJIaCOBBIBATHCSI C OTBETCTBEHHBIM 3a opraHu3ainuio oopadorku I1/1H;

— PYKOBOJMTENb WHCIEKIIMM HMEET TMpaBa Ha MPOCMOTpP HUHGOPMAIIMU CBOUX
MOAYMHEHHBIX TOJBKO B YCTAaHOBJEHHBIX IMpeJeiaXx B COOTBETCTBUU CO CBOMMU
JIOJDKHOCTHBIMU O0SI3aHHOCTSIMH.

Bce coTpyIHMKH WHCHEKIIMU U OOCTYKMBAIOIIMK MEpCOHAN, OJDKHBI HECTH
MEePCOHAJILHYI0O OTBETCTBEHHOCTh 3a HAPYIIEHUS YCTAHOBJICHHOTO MOpsAKa 00paboTKu
I1JIH, mpaBWJI XpaHEHUs, UCTIOJIH30BAHUS M TIepelauyid HaXOAIINXCS B MX PACTIOPSKEHUHN
3aIUIIAEMBIX PECYpPCOB cucTeMbl. Kaxaplii cOTpyHUK (TIpU MprueMe Ha paboTy) TOJLKEH
MOJAMKUCHIBATh 005S3aTETLCTBO O COOJIOJIGHUA W OTBETCTBEHHOCTH 3a HapyIICHUE
YCTaHOBJICHHBIX TpeOoBaHUM 1o coxpanenuto [1/1H naCTIeKuy.

Oo6pabotka I1J]IlH B xomnonenTax MCII/[H MHCHIEKIMHM HOJDKHA MPOU3BOAUTHCS B
COOTBETCTBHHU C YTBEPKICHHBIMU TEXHOJOTHUYECKUMH UHCTPYKIUSIMHU.

6.8. PermameHtamus TPOLECCOB OOCTYXUBaHMUSI W OCYIIECTBICHUS MOIUDUKAIIUU
armapaTHbBIX ¥ IPOrPaMMHBIX PECYpPCOB

B nemsx mnoamepkanus pexkuma HHGOPMAIMOHHONW O€30MacHOCTU alllapaTHO-
nporpaMMHasi KOHGUTypalusi aBTOMATU3UPOBAHHBIX pabOYMX MECT COTPYJAHUKOB
MHCIICKIIMU, C KOTOPBIX BO3MOXXEH JOCTYNl K pecypcaM HH(POPMAIMOHHON CHCTEMBI,
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JOJDKHA  COOTBETCTBOBATH  KPYTy  BO3JIOKEHHBIX HA  JIAHHBIX  TOJB30BaTeNel
(hYHKITMOHATIBHBIX 00s3aHHOCTEH.

B koMmoneHTax HHPOPMAIIMOHHOM CUCTEMBI M Ha pabOYMX MECTaxX IMOJIb30BaTENeH
JOJIKHBI YCTaHABIIUBATHCS U UCTIOIB30BaThCA JIMIIEH3MOHHbBIE TPOrPAaMMHBIE CPEACTBA.
6.9. OOecnieueHre W  KOHTPOJb  (PUBMYECKOW  IIEJIOCTHOCTH  (HEM3MEHHOCTH
KOH(UTypaliK) anmnapaTHbIX PECYpPCOB

O6opynoBanue WHPOPMAIMOHHBIX CHUCTEM, MCHOJb3yeMOe i JOocTyna M
xpanenust [I/[H, kK KoTOopoMy JOCTyn OOCITYKHBAIOLIEro MepcoHaia B IpoLecce
AKCIUTyaTaIy He TpeOyeTcs, MOCie HaJaJ0YHbIX, PEMOHTHBIX M WHBIX paOOT, CBSI3aHHBIX
C JOCTYIIOM K €r0 KOMIIOHEHTaM JIOJKHO 3aKPbIBAThCS.

6.10. ITomGop m mOATOTOBKA MEpCcOHaa, 00yUeHUE MOJIH30BATEICH

[Tonb3oBatenn UCII[IH WHCHEKIMU, a TakKe PYKOBOASAIIMA M OOCTYKUBAIOIIHMA
MepcoHal JOJDKHBI OBITh O3HAKOMJIEHBI CO CBOMM YPOBHEM IIOJHOMOYMM, a TaKke
OpraHU3alMOHHO-PACTIOPSAUTEIHON, HOPMATUBHOM, TEXHUYECKON U IKCILTyaTallMOHHON
JIOKyMEHTAIIMEH, onpeieNsoniei TpedoBanus U nopsaok oopadborku [1JIH B MHCHIEKIIUY.

Ob6ecneuenne Oe3zonacHoctd [I/lH BO3MOXKHO TOJIBKO TOCTE BBIPAOOTKH Yy
MOJIb30BATENCH OMpEeNeICHHON KyJNbTYphl pPaOOThI, T.€. HOPM, O0O0S3aTENbHBIX s
WCIIOJIHEHMS BCEMU, KTO paboTaeT ¢ MHGOPMAIIMOHHBIMU pecypcaMu MHCIEeKIU. K Takum
HOpPMaM MOKHO OTHECTH 3alpelleHue JOObIX YMBIIUICHHBIX WM HEYMBIIIICHHBIX
JEHUCTBUMN, KOTOpPBhIE HapyIIaloT HOpMalibHYIO0 paboty komnoHeHToB MCII/IH nHcnekimy,
BBI3BIBAIOT JIOTIOJIHUTEIIBHBIE 3aTPaThl PECYpPCOB, HAPYIIAIOT IEIOCTHOCTh XPAaHUMOU U
oOpabatbiBaeMoil uH(OpMalMKM, HAPYIIAIOT WHTEPECHl 3aKOHHBIX IOJb30BaTENEH,
BJIJICTIBIIEB WJIM COOCTBEHHHUKOB.

Bce mnonw3oBarenmn WCIIJIH wHCOEKIUHM JOKHBI  OBITh  O3HAKOMIICHEI C
OpPraHU3alMOHHO - PACTOPAIUTEIIBHBIMU JIOKYMEHTaMU IO 00eCneueHUI0 0e30MacHOCTH
[[JlH wHCHEeKMU, B YaCTH, MX KACAOUIEHCs, MOJDKHBI 3HATh W HEYKOCHHUTEIBHO
BBITIOJIHSATh MHCTPYKIIMM M 3HATh OOIIME OOS3aHHOCTU MO 00ecreueHnto 0e30MacHOCTH
[11a. JloBenmenue TpeOOBaHUM YyKa3aHHBIX JOKYMEHTOB JI0 JIMI[, JIOMYIICHHBIX K
oOpaboTke 3amnuiaeMbix [1JIH, TOIKHO OCYIIECTBIATHCS MO POCIIUCH.

6.11. OTBEeTCTBEHHOCTh 3a HapyIICHUS YCTAHOBJIECHHOTO TMOPSAKAa TOJb30BAHUS
pecypcaMu HH(POPMAITMOHHON CHCTEMBI

Mepa OTBETCTBEHHOCTH TMepCOHaNa 3a JCHCTBHUA, COBEPIICHHBIC B HapYyIICHHUE
YCTaHOBJICHHBIX TIPaBUII o0ecrieueHus: 6ezonacHoit padotsl ¢ [1/1H, nomkHa onpeaensaThes
HaHECEHHBIM yIIepOOM, HAJIMYUEM 3JI0T0 YMBIC/IA U APYTUMHU (PaKTOpaMu MO YCMOTPEHUIO
PYKOBOJICTBA MHCTICKITHH.

Jns peanuzaiuu NMpUHIMIA MEPCOHATBLHOM OTBETCTBEHHOCTH IMOJIb30BaTeNe 3a
CBOM JICCTBUS HEOOXOIUMBI:

— WHAUBUIyallbHAas WICHTH(PUKAINS TIOJb30BaTelied W HWHHUIIMMPOBAHHBIX HMHU
MPOIIECCOB, T.€. yCTaHOBiIeHHWE 3a HuMH uneHTuduxatopa (login, Username), Ha 0Oaze
KOTOPOTO OYIET OCYIIECTBIATHCS pa3rpaHUUYCHUE JOCTYMa B COOTBETCTBUU C TTPUHITUTIOM
000CHOBAaHHOCTH JIOCTYTIA;

— MpOBEpKa MOIJIMHHOCTH TOJIh30BaTeNeH (ayTeHTU(hUKAITMS) HAa OCHOBE TTapOJIeH;

- peakiusi Ha TOMNBITKA HECAHKIIMOHMPOBAHHOTO JOCTyna (CUTHalu3alus,
OJIOKMPOBKA U T.1.).

6.12. CpenctBa obecneuenus 6e3omacHocTH [1/1x
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Jlnst obecrieuenrss WHPOPMAIMOHHONW OE€30MAaCHOCTH WHCIICKITUU HCIIOIB3YIOTCS
CJIEIYIOLIUE CPEICTBA 3AIIUTHI:

duznyeckue cpeCcTBa 3alUThI

duznyeckre Mepbl 3alUThl OCHOBaHbl HA MPUMEHEHHUHU PA3HOTO poja
MEXaHUYECKUX, JIEKTPOHHBIX MJIHM AJIEKTPOHHO-MEXAHUUYECKUX YCTPOUCTB U COOPY>KEHUI,
CHEIUAIbHO MPEJHA3HAYCHHBIX JIs1 CO3JaHusl (PU3NYECKUX MPEMSITCTBUN HAa BO3MOMHBIX
NyTSX TMPOHUKHOBEHMSI W JOCTyIa TMOTEHIMAIbHBIX HApyIIUTEIeH K KOMIIOHEHTaM
cucteMbl u 3amumaemMbiM [IJ[H, a TakXke TEXHUYECKHX CpPEICTB BH3yaJIbHOTO
HaAOJIO/ICHUS, CBSI3U U OXPAaHHOM CUTHAJIM3AIINH.

Jlst o6ecrieuenust pusmdeckoit 6ezonacHoctr komnoneHToB MCII/[n Heobxoammo
OCYIIECTBJIATh DSl OPTraHU3AINMOHHBIX M TEXHUYECKUX MEPONPUSTHH, BKIIOUYAIOIINX:
MIPOBEPKY 000pYyAOBaHUS, MIPpEHA3HAYEHHOTO J1sl 0OpaboTku I1/1H, Ha:

— HaJMYHE CIICIIHATIEHO BHEAPECHHBIX 3aKJIQTHBIX YCTPOUCTB;

— BBEJICHUE JIOTIOJHUTEIBHBIX OrpaHUYCHUM 1O JOCTyny B  TMOMEIICHUS,
npeaHa3HaYeHHbIC sl XpaHeHus: u o0pabotku [1]1H;

— o0opynoBaHuE CHUCTEM HH(pOpMATU3ALMK YCTPOMCTBAMM 3alllUTHl OT CcOOEB
AICKTPOIUTAHUS U TIOMEX B JIMHUSX CBS3H.

Texaudeckue cpecTBa 3aluThI

Texaudeckue  (ammapaTHO-TIPOTPAMMHBIE)  MEphl  3alllUTHl  OCHOBAaHBI  Ha
WCIIOJIb30BAHUU PA3JIMYHBIX DJEKTPOHHBIX YCTPOMCTB M CHEHHAIBHBIX MPOTpaMM U
BBITIOJIHSIFOIINX (CaMOCTOSITEIBHO WM B KOMIUIEKCE C JAPYTMMHU CpeacTBamMu) GyHKIHUU
3amuUThl (MACHTUPUKAIUIO U ayTeHTU(PUKALIUIO TI0JIb30BaTeliel, pa3rpaHMueHUe TOCTYIIa
K pecypcam, perucTpalyio coObITUI, KpUNTorpaduueckoe 3aKpbiTie HHOOPMAITUH U T.11.).

C yderoM Bcex TpeOOBaHMM W MPUHIUIIOB oOecrieueHus Oe3omacHocTH [IJ[H 110
BCEM HAIIPaBJICHUSM 3alllUThl B COCTaB CHCTEMbl 3alUTHI JOJDKHBI OBITh BKJIIOYEHBI
CJIeyIOIINEe CPENICTBA:

— CpeICTBa pa3rpaHUYCHUS JOCTYyTMA K JaHHBIM;

— CpeICTBa PETUCTPAIMK JIOCTyNMa K KOMITOHEHTaM WH()OPMAIMOHHOW CHCTEMBl U
KOHTPOJIS 32 UCTIOJIb30BaHUEeM UH(POpMAIIUK;

— CpelCTBa pearupoOBaHUs HA HAPYIICHUS pexuMa HHHOPMAITMOHHON O€30MTaCHOCTH.

Ha texHuueckue cpencTBa 3alllUThl BO3JIATAETCS PEIICHUE CIICTYIONIUX OCHOBHBIX
3ajay:
— UACHTU(UKANKMSA W ayTCHTU(UKAIUSA TIOJb30BaTelIed TPH IOMOIIM HWMCH WU
cnenuaibHbIX annaparHbix cpencts (Advantor, Touch Memory, Smart Card u T.11.);
— pernamMeHTanus ¥ YIOpaBiICHHE JOCTYIIOM TIONb30BaTeNel B TOMEIIEHUS, K
(M3UYECKUM U JIOTHYECKUM yCTPONCTBAM;
— 3amuTa OT TMPOHUKHOBEHHS KOMITBIOTEPHBIX BHUPYCOB U  Pa3pyIIUTEIHHOTO
BO3JICHCTBHS BPEIOHOCHBIX TIPOTPAMM;
— perucTpanys BCeX JCHCTBUI IOJIB30BATENSl B 3AlMIICHHOM JXypHAJle, HaJIHM4He
HECKOJILKMX YPOBHEH PETHCTPAIINH;
— 3alUTa JAaHHBIX CHCTEMBbI 3alUThl Ha (aijIoBOM cepBepe OT JAOCTyma
MOJIb30BaTEeNe, B YbM JIOJDKHOCTHBIE OOS3aHHOCTH HE BXOAMT pabora ¢ MH(GOpMAIUH,
HAXOJALICUCS HA HEM.

CpenctBa uaeHTUGUKANT 1 ayTeHTU(UKAITUN TI0JIb30BaTeNeh
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B nensix npenorspanienust pabotsl ¢ pecypcamu UCII/IH nHCIIEKINK MTOCTOPOHHUX
JUI HEOOXOAMMO OO0ECHEYUTh BO3MOXKHOCTH pPACMO3HaBaHUS KaXJIOro JIETAIbHOTO
noJib3oBaTess (WM Tpynn mojb3oBareneit). s uaeHTUGUKAIMM MOTYT HPUMEHSTHCS
pPa3IMYHOrO poOJia YCTPOMCTBA: MAarHUTHBIE KApTOYKH, KIIIOYM, KIIIOYEBBIE BCTaBKH,
JTUCKETHI U T.I1.

AytenTudukanus (MOATBEPKICHUE MOMJIMHHOCTH) IMOJIH30BATEIEH TaKXKE MOXKET
OCYIIECTBIISATHCA:

- IyTEM MPOBEPKH HAIWYUS y MOJb30BaTENIed KAaKUX-TUOO CIEUUAIbHBIX YCTPONCTB
(MarHUTHBIX KapTOYEK, KIIFOUEH, KIIFOUEBBIX BCTABOK U T.1.);

— IIyTEM MPOBEPKH 3HAHUS UMU NapOJIei;

— NyTeM MPOBEPKU YHUKAIBHBIX (DU3NYECKUX XAPAKTEPUCTUK U MApaMETPOB CaMHUX
M0JIb30BATENEH MPU MOMOIIHU CHELUATBHBIX OMOMETPUYECKUX YCTPOMCTB.

CpencTsa pasrpaHAyYeHus JOCTyna

30HBI OTBETCTBEHHOCTH M 33Ja4l KOHKPETHBIX TEXHHUYECKUX CPEACTB 3aILUTHI
YCTaHABIMBAIOTCS UCXOJS M3 MX BO3MOXKHOCTEH M SKCIUTyaTallMOHHBIX XApPAaKTEPUCTUK,
ONMCAHHBIX B JOKYMEHTAIIMHU HA JAHHBIE CPEJCTBA.

TexHUYecKue CpecTBa pa3rpaHUYEHUs JTOCTYIA JOJKHBI 110 BO3MOXHOCTH OBITh
COCTAaBHOW YaCThIO €JUHON CUCTEMBI KOHTPOJIS AOCTYyIIA:

— Ha KOHTPOJUPYEMYIO TEPPUTOPHIO;

- B OT/ICJIbHBIE IOMEILECHNS;

- K KOMIIOHEHTaM HH(OPMAIMOHHOW cCpeAbl WHCIEKIHWW U 3JIEMEHTaM CUCTEMbI
3amuthl 1111 (pusnyeckuii noctyn);

- K MH()OpPMAMOHHBIM pecypcaM (IOKyMEHTaM, HOocHUTeNsiM uHpopmaiuu, Qaitiam,
HabopaM JJaHHBIX, apXUBaM, CIIpaBKaM U T.11.);

- K aKTUBHBIM pecypcaM (TMPUKJIaJAHbIM porpaMmmam, 3aj1adam u T.11.);

- K ONIEPALIMOHHOM CUCTEME, CACTEMHBIM POrPaMMaM M IPOrpaMMaM 3allUThI.

CpenctBa o0ecrieueHus U KOHTPOJIS LETOCTHOCTH

CpeactBa oOecrieueHuss LEJIOCTHOCTM BKIIOYAIOT B CBOM COCTaB CpelCTBa
PE3epBHOIO  KONUPOBAHWUS, MPOrpaMMbl  AHTUBHUPYCHOM  3aIUTHI, MPOTPaAMMBI
BOCCTaHOBJIEHUS 1IEJIOCTHOCTH OINEPAI[MOHHON cpeibl U 0a3 JaHHBIX.

CpencrtBa  KOHTpOJSL — LIEJIOCTHOCTH  MH(OPMAIIMOHHBIX  PECYpPCOB  CHUCTEM
npelHa3HayYeHbl I CBOEBPEMEHHOTO OOHApY>KEHUS MOAU(PHUKAIUU WM HUCKAXKCHUS
pecypcoB cucteMbl. OHH TIO3BOJISIOT O0ECIEUNUTh MPABUIBHOCTHh (DYHKIIMOHUPOBAHUS
CUCTEMBI 3aIUTHI U IIEJIOCTHOCTh XpaHUMOU U oOpabaTtbeiBaeMo nH(opmaIuu.

KonTponb nenoctHocTH MHPOPMAIMN U CPEICTB 3aIIMTHI, C IIEJIbI0 00eCIIeUeHHUs
HEM3MEHHOCTH MH(POPMAIIMOHHOM CPEeJIbl, OMPENeIIeMON TPETyCMOTPEHHON TEXHOJIOTHEH
00pabOTKH, W 3aUTBl OT HECAHKIMOHMpPOBaHHOW Moaudukamuu II/In  gomkeH
o0ecreunBaThbCs:

— CpelCcTBaMH pa3rpaHUYeHUs J0CTyna (B MOMEUIEHUs, K JOKYMEHTaM, K HOCUTEISIM
uH(popmanuu, K cepBepam, JJIOTHYECKUM YCTPOUCTBAaM U T.I1.);

— CpeICTBaAMHU JIEKTPOHHOW MOIITUCH;

- CpeICTBaMHM MOJCYETa KOHTPOJIBHBIX CYMM (IJIsi MCHOJIb3YEMOI'O MPOTrPaMMHOIO
obecrieueHus).

CpencTBa onepaTiBHOIO KOHTPOJISL U PETUCTPAllK COOBITUN 6€30MacHOCTH
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CpenctBa OOBEKTHBHOTO KOHTPOJS JOJDKHBI OOecrednBaTh OOHApYXKEHHE W
pEerucTpanuo Bcex coObITHH (eicTBuil nosib3oBaTened, nonsitok HCJ u 1.11.), KoTOphIe
MOTYT TMOBJieYb 3a COOOW HapylieHue Oe30MacHOCTH M TMPUBECTH K BO3HUKHOBEHUIO
KPU3HMCHBIX CHUTyallMil. AHaau3 COOpaHHOW CpeNCTBAMM PETUCTpaluu WH)opManuu
MO3BOJISIET BBISIBUTH (DaKThl COBEPIICHUS HAPYIICHHUH, UX XapaKTep, MOACKa3aTh METO/] €r0
paccieioBaHusl U CHOCOObI TIOMCKA HAapyIIUTENss W HCHpaBieHust cutyaruu. Cpencrsa
KOHTPOJISI M PETUCTPALIMH TOJKHBI MIPEIOCTABIIATH BOZMOKHOCTH
- BEJICHUS U aHAlIM3a >KypPHAJIOB PErHCTpali COOBITUN 0€30MacHOCTH (CHCTEMHBIX
’KYpHAaJIOB);

- MOJlyuYeHUsT TBepAOoW Komuu (TMeyaTH) OSKypHalla pPETUCTpallMd  COOBITUHN
0€30IMacHOCTH;

- YHOPSIIOYEHUS KypPHAJIOB, a TaKKE€ YCTAHOBJIEHUS OTPAHUYEHHN HAa CpPOK HUX
XpaHEHUS;

— ONEpPAaTUBHOIO OMOBEIIEHUS OTBETCTBEHHOTO 3a opraHu3aiuio odpadotku I1/IH o
HapyLIECHUSAX.

[Ipu peructpanuu coObITHUI O€30MACHOCTU B >KypHajie JOJDKHA (DUKCHUPOBATHCS

cienyromias nHGopMarus:

— JaTa v BpeMsl COOBITHS;

— UACHTU(UKATOP CYOBEKTA, OCYIIECTBIISIONIEIO PETUCTPUPYEMOE JIEHCTBUE;
— nercTBue (TUM A0CTYIIA).

6.13. KoHTposab 3pPeKTUBHOCTH CUCTEMBI 3aLTUTHI

Koutpons  sddexkruBHoctr  3ammutel  [I/IH  ocymectBusieTcss ¢ 1eNblO
CBOEBPEMEHHOTO  BBIABIECHUA W  npeforBpameHus yreukn [IJ[H  3a  cuer
HECAaHKIIMOHUPOBAHHOTO JOCTYIIA, a TAK)KE MPEIyNPEKACHUS BO3MOXKHBIX CIIEHUAIbHBIX
BO3JCHUCTBUM, HAIpaBJICHHbIX Ha yHuUuTtoxkeHue IIJIH, paspymeHue cpencrts
uHpopmaTuzamuu. KOHTPOJIb MOMXKET MNPOBOAUTHCS MPUBICKAEMBIMU MJIi JTOW IIENU
OpraHu3alMsIMHU, UMEIOLIMMU JIMLIEH3UIO Ha 3TOT BUJL J€ATEIbHOCTH.

Onenka s¢dextuBHOCTH Mep 3ammThl [I/IH mpoBoaMTCA € HCHOIB30BAaHUEM
TEXHUYECKUX M NPOrPAMMHBIX CPEACTB KOHTPOJS Ha NPEIMET COOTBETCTBUS
YCTaHOBJICHHBIM TPEOOBAHMSIM.



